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BU Describing Systems

Bournemouth
University

« Systems can be described as ‘a coming together of people,
process, software and hardware, integrated to achieve a purpose’.

« System of Systems (SoS) can be described as ‘the coming
together of independent systems collaborating for a new or higher
purpose’.

 Socio-Technical Systems (STS) are seen as organisational
systems that include people, processes and technological systems
with complex physical-technical systems and networks of
interdependent actors.

www.bournemouth.ac.uk




BU Systems and System of Systems
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University
Simple Models of Systems and System of Systems
() ASystem .| ASub-System %/ A Component System — — - Independent System Boundary
--------- Systems Interaction System of Systems Interdependency System Interconnection
An
Independent v‘7
v

System .
2Yystem A System with

Peopl.

eopre a Sub-System vV v

Process

Software and A Complex
Hardware Component System
Integrated Laraer-

ger-Scale
to Achieve System S
a Purpose Systems ystems :
Interconnecting Interconnecting \v/
A System of Systems ~ ADirected System of Systems
Simply — The coming together of independent — central Management, Operation and Control
systems collaborating for a new or higher purpose N Interrelated Collaboration

www.bournemouth.ac.uk
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Simple Models of Systems and System of Systems
> ASystem || ASub-System 77 AComponent System — — - Independent System Boundary :; ij]
--------- Systems n Sy of Systems | d dency ———System Interconnection '* : )
\/ ’ \,.‘ L 7,;‘ & [ “)
An 4 14
e
Independent . RS . |
v P OO
System A System with Q [‘] Q . [ R R
& I
greoocijsi a Sub-System v vV v I T
Software and A Complex [5 I [b Avd v
Hardware Component System AR | - |
Integrated s . (=R = N VAN
! stem Larger-Scale v
to Achieve _S‘f;'M Systems ¢ | | |
a Purpose Interconnecting Interconnecting o | |
A System of Systems .~ A Directed System of Systems An Acknowledged System of Systems

Simply — The coming together of independent
systems collaborating for a new or higher purpose

——  Central Management, Operation and Control

A Interrelated Colluboration

A Virtual System of Systems

No Central Management, O

Designated Management and Operation, limited Control

A Collaborative System of Systems

Independent Collaboration

peration and Control, limited view of Systems
Ind dent Colflaboration

No Central Management, Operation and Control
Mutual Independent Collaboration




BU Describing Systems of Systems

Bournemouth
University

« A Directed So0S can be described as possessing ‘interrelated
collaboration, with central management, operation and control over
the SoS as a whole’;

« An Acknowledged SoS has ‘designated management, but limited
control over the independent collaboration of the SoS as a whole’;

A Collaborative SoS has ‘no central management, so operation and
control must be formed and agreed as a mutual independent
collaboration’;

« A Virtual SoS has ‘individual independent collaboration with no
central management, operation or control of the SoS as a whole’.

www.bournemouth.ac.uk
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Operati
Environment

Managemant and Cversight

Implamantation

Engineering and Design

Considerations

Characterising Systems of Systems

g System of Systems

Aspect Directed So8 Acknowledged 505 Collaborative So% Virtual 505
A Directed 505 can be described as possessing an Acknowledged 505 has designated monagement, (A Collaborative 505 has 'no central monsgement, 50 |& Virtual 505 has ‘individval independent
Description | interreloted colloboration, with central management, | but imited control over the independent colloboration |aperation and control must be formed and agreed os  |colinborotion with no ceatral management; operation
aperation and contral over the Sof o5 o whole ", of the 505" a mutuel independent colfoharation ' or cantrol of the 505 o5 o whole ',
= Stakeholders are at system and 505 lavels; = Stakeholders are at system and 505 levels; = Stakeholders are at system leval mutually = Stakeholders are at system and 505 levels;
* Interrelated independent systam owners; * Independant system owners; collaborating at 505 level; * Independent system ownears may not have direct
Stakeholder |* S0me competing interests and priorities; = Competing interests and pricrities ; » Independent system owners; interactive collaboration;
Imvolvement | ® May have limited interest in the S0%; = May have no vestad interest in the 5o5; » Competing interasts and priorities; = May have no vested interest in the 565 or systems;
= Blost stakehalders are likely to be recognised. = Same stakeholders may not be recognised, * Blay have no vested interest in the Sa5; = Mary stakehalders may nat be recogrised.
= some stakeholdars may not be recognised.
= Sorme levels of complexity with central = Added levels of complexity due o designated = Further levels of complexity due to the mutual = Increased levels of complexity and uncertainty due
management and funding for bath the 505 and management and funding for both the 525 and independent collaboration of 505 management with [to ne central managemeant and funding for the So&
Governance |interrelated collaboration of systems; individual systems; funding only at or from individual systermn lavel; limited to individual system lavel;
= The 505 does hawe authority over all the systemns.  |= With independent collaboration, the 505 does not |+ The 505 does not have authority over all the » Systems do not have authorty over the SoSasa
have autharity over all the systems, systems., whole,
= Directed collaboration to meet a set of operational | » Designated collaboration to meet a set of = Butually agreed collaboration to meet a set af = Individually aligred to meet a set of operational
Operational ahjectives; operational ohjsctives; aperational ehjectives; ohjpctives;
Focus * Syaterns' objectives may or may not align with the  |» Systems’ objectives may or may not align with the | Systems' objectives may or may not align with the [« Direct and indirect systems objectives may or may
505 obpectives. 505 objectives. 505 obpectives. not be known or align with the 508 objectives.
= Complexity from multiple system lifecycles, new [+ Complexity from multiple system lifecycles, new [+ Complexity from multiple system lifecycles, new = Complexity from multiple system lifecycles, new
develogments, technology, acguisition programs, developments, technology, acquisition programs, developments, technology, acquisition programs, developments, technology, acquisition programs,
developmental and legacy systams; developmental and legacy systems; developmantal and legacy systems; devalopmental and legacy systams;
= Stated capability abjectives up-front, which may = Stated capability objectives up-front, which may = Stated capability objectives up-front, which may = Stated capability objectives based on limited needs
Acquisition provide basis for requirements; provide basis for requiremaents; provida basis for requirements; may ba noted wp-front, which may provide some
= Benefits from cantral eantral 1o establish and = Designated management and independent system |« Mutually agreed indepandent system needs are bais for requirerments;
integrate system neads. needs are established. astablished. = Individual independent system neads may not
establish needs of other systems
* Some challengaes due to the difficulty of = More challenging due to the difficulty of * Completa testing is more challanging due to the * Testing cannot be completed in full and s challenge
synchronising across multiple systemns” life oycles; synchronising across multiple systems” life oycles; difficutty of symchronising across multiphe systems”  [due to the difficulty of synchronising across multipke
Test & = Complexity af all the meaving parts and patential for (= Camplexity of all the maving parts and potential for | Bfe cyches; systerms’ Be cypched;
Evaluation |,,,in1ended CONSEGLUEN0Es. unintended consequences. = Complexity of all the moving parts and potential | = Limited access and complexity of all the moving
for unintended consequences. parts and potential for unintended consegquences,
= Focus is on identifying the independent systems = Focus is on identifying the independent systems = Focus is on identifying the independent systems = Focus is on identifying the independent systems
Boundaries & |within direct managament and control that and designated management and control that and mutually agraad management and control that  [and expected indirect collaborations and contraol
Interfaces | contribute to the 505 objectivas, functionality and contribute to the 505 objectives, functionality and contribute to the 505 abjectives, functionality and that contribute to the 505 objectives, functionality
data flow. data flow. data flow. and data flow.
= Directly managed and monitored at 505 lavel to = Designated management and monitofing at 505 = Mutually agreed management and monitoring at | = Direct and indivect managament and monitorng at
Parformance &| 5atisfy 505 user needs; and system levels to satisfy 505 user needs; systems level to satisfy 505 user naeds; systams level to satisfy 505 wser needs;
Behaviowr |* Balancing neads of the systems banafits from direct | = Balancing neads of the systems benefits from = Balancing needs of all systems is rellant on mutual |* Balancing needs of the systams and indirect

co-ordination.

designated co-ordination,

co-ordination.

systams may not be achiaved,




BU Systems of Systems Questions
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University

* Who are the high-level stakeholders - the main independent systems
of the S0S?

« Who are the other relevant stakeholders important to the SoS
achieving its mission?

« Who provides management oversight, governance, funding, and
operational control of the S0S?

« Who is responsible for SoS design, development, testing and
implementation?

* What system boundaries exist for the SoS - do restrictions apply?

« How is on-going SoS performance and behaviour monitored to
provide a resilient SoS balancing independent system needs?

www.bournemouth.ac.uk 10
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4 Exemplar

Area of Focus ﬂ

S

Point of
Injury

Can
Skip
Levels

MEDEVAC CONTINUUM OF CARE

Based on Meier, M. J. A Provider’s Perspective: Utilizing Deployed Information Technology to Care for Our Wounded Warriors The Defense Technical Information Center, 2011

www.bournemouth.ac.uk
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Enhancing OCTAVE Allegro

OCTAVE Allegro for System of Systems

Observe & Orient Decide & Act

0: Identify 505
Domain,

: 1: Establish Risk
: lq!ﬁs_lt!nlini
Criteria

4-5: identify Areas
of Concern, Threat
‘Scenarios, and

Maoniter and Re-evaluate changes to So5 Domain, Stakeholders and Dependencies

www.bournemouth.ac.uk

the Impact Areas Apree Syatem of 305 Level Cf

Decishon Agres Area of Facus and Views within the 502

e

hsgessn
System & Sa5
Stakaholdars

Agrea Syatem or 305 Level Criteria
it Criveria Lesaf - Agree System or 505 Level Criteria Prigrity
ria Priority Cantlicts

&

System & 505
Sraksholdsis

Agrea Crtical Information Assets for tha 505 mission
Decision Canfirm Critical Asset 505 relations
Canfirm Accountable Owners

&P

System & Sa5
Srakeholdars

JI.EIE& Enown Crtical Asset Containers acgss 0%
Decisian Canfirm Cantainer Security Restrictions

(depands ? Canfirm Accountable Owners
d reguirements

&P

System & 505
Stakeholders

&0

hsgessnr
System & S05
Stakeholdars

Agree Aszet Container Thraat combinations

Seaman Agrea the Probability

Decision ﬂ.EI’Eé Impacts an Infanmanan Assets %

BEGELE
System & 505
Stakeholders

Agres Impact on System or 303 Assessed ._
Decision Agres Impact on SoS | nterastion ;"lg
Agree the Risk Pricriues .

ASEEEE0N
305 & System
Staksholders

Agres Mitigations and Security Regquirements
Declshon Agres Extarnal Conditions & Controls
rategy Agree Residual Risk

ate, Deter,

System & 503
Stakeholders
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Enhancing OCTAVE Allegro

OCTAVE Allegro for System of Systems with CAIRIS

CAIRIS

0 Identify 505
Domain,
Stakeholders and

1: Establish Risk
Measurement
Criteria

4-5: Identify Areas
of Concern, Threat
Scenarios, and
Wulnerabilities

Determine Threat iImpact of Cor

Monitor and Re-evaluate changes to 505 Domain, Stakeholders and Dependencies

B: Select Mitigation
Approach

www.bournemouth.ac.uk

Master Sheets 2 & 3 provide Assats, with further (nganisations in Master Sheet 1
Maszter Sheet 1 provides information on Roles, Relationzhips. and Dependencies
Step O may alse provide certain Goals, Activities and Tasks

Thizs 04 step is done outsida of CAIRIS, as Severity is calculated in a differant
manner. Tha lavel or ranga of Impact can howaver be alignad. For axample.
Megligible O - Marginakle 1 - Critical 2 - Catastrophic 3

Master Sheet 3 {or Information Sheet(s) 1) provide further Information Assets
Thiz includes Owners and areas of Accountability. and Security Requiremants
Step 2 may also provide certain Goals, Activities and Tasks

Master Sheet 2 (or Infarmation Sheet(s} Za b.e) provide further System Assets
Thiz includes Gwners and areas of Accountakbility

Step 3 pravides Infarmation and System Asset Associations

Step 3 may also provide certain Data Flows, Goals, Activitizs and Tazks

Master Sheet 5 (ar Information Sheet{a) 3. 33 b, c} provide Rizk Elements

These are: Concern {Misuss case), Threat, Vulnerability, Attacker. Motive, Impact
against Security Requiremants, Probability of Impact

Step 4 & B provide certain Activities and Tasks. Jbstacles. Roles. and Cata Flows

(
(
(
|
|

Step 6 is specilic to Impacts on the 04 Rk Criteria. but provides further
CONS&qua noe informaton

Step 7 can provide an indication which of these Critical Information Assets and
their Containgrs/ System Assets need Turther attention, Whan madelling
Infarmaton Aszets (n CAIRIS, all may be modelled, or the step can indicate which
elemeanits to give specific focus to madel in further detail.

Mitigations may be carmied out within OA and/or within CAIRIS, selacting tha
appropriate Security Requirements and Contrals for each element of Risk

14
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In a typical assessment, the assessment view takes a top-down
approach looking at the protection of assets under the management
and control of the organisation for its own business purposes, and
outwards towards the third-parties providing services for the
organisation.

When assessing the security risk related to the SoS interaction, the
view is flipped. In addition to the organisation and technological
systems’ ‘day job’, the assessment now needs to consider the
bottom-up interaction into the SoS where the independent system
collaborates with other independent systems to achieve a new or
higher SoS purpose.

This Is In addition to the day job, or the original purpose it was
designed for, relating to the physical, technological, and people
elements of each independent system and the interoperations
between each.

www.bournemouth.ac.uk

15



CAIRIS: Asset & Task

University

{Biavo) MC4 Ml Handue - it ofo

(Beaw) Ui Radlo

(Braw) FMC-TCCC - P I

www.bournemouth.ac.uk 16




BU

Bournemouth
University

L

Personas

Miss Air Medic

CAIRIS: Persona Model

Summary Activities Attitudes Aptitudes Motivations Skills Contextual Trust Intrinsic Trust

Care given pre-hospital contributes to survival. In-air activities are complex. Documenting information can be complex. AHLTA software input is too detailed. People often misconceive what
MEDEVAC do. Always see the worst days for people. Anticipation of a call is the worst part of the job. Have to be on A game. Lack of focus can affect the patient. Quick re-focus for next

mission
IPerscna Miss Air Medic v Behaviour Type Attitudes v Characteristic Documenting care ¢ *
C-F1-AM Complex information to document
&
- : : Documenting care can be complex MissjAir Medic
MC4 News  [———p»  C-F1-AM AHLTA software input is too detailed

17



CAIRIS
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Computer-Aided Integration of Requirements and Information Security

* Enter or import a wide range of security, usability, and requirements
data;

« Automatically generate security, usability, and requirements visual
models based on connections between concepts that analysts make,
and which summarise quantitative and qualitative data analysis;

* Help find new insights ranging from interconnections between
requirements and risks;

* Leverage open source intelligence about potential attacks and
candidate security architectures to derive risks and attack surface
metrics;

* Provide functionally to integrate persona characteristics;

* Generate Volere compliant requirement specifications in different
formats

www.bournemouth.ac.uk
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University

Combining models provided a view for Bravo and their SoS
Interactions, with additional views added for Alpha and Charlie,
highlighting where dependent relations and security risk exists
towards fulfilling the continuum of care.

When modelling multiple systems, naming convention and terms
across environments did become a challenge to indicate which
element related to each independent system.

Models may also be used for various purposes across different
engineering or design teams, therefore, understanding how these
models inter-link plays a further role in understanding the viewpoints
and varying needs of SoS engineering.

Capturing different stakeholder and user views of the SoS interaction
IS important towards the modelling process, but the challenge is to
understand what the minimum level of information is required to
make a satisfactory security risk assessment is of importance.

www.bournemouth.ac.uk
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Duncan Ki-Aries
PhD Researcher - Cyber Security

dkiaries@bournemouth.ac.uk

Department of Computing & Informatics
Bournemouth University
Fern Barrow,
Talbot Campus,
Poole
BH12 5BB

Bournemouth University Cyber Security Research group (BUCSR)
https://cybersecurity.bournemouth.ac.uk/

Bournemouth University Human Computer Interaction group (BUCHI)
hci.bournemouth.ac.uk/

CAIRIS — https://cairis.org/

www.bournemouth.ac.uk
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