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System of Systems 
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A Simple System of Systems 
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Describing Systems 

• Systems can be described as ‘a coming together of people, 
process, software and hardware, integrated to achieve a purpose’. 

• System of Systems (SoS) can be described as ‘the coming 
together of independent systems collaborating for a new or higher 
purpose’.  

• Socio-Technical Systems (STS) are seen as organisational 
systems that include people, processes and technological systems 
with complex physical-technical systems and networks of 
interdependent actors. 
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Systems and System of Systems 
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Systems and System of Systems 
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Describing Systems of Systems 

• A Directed SoS can be described as possessing ‘interrelated 
collaboration, with central management, operation and control over 
the SoS as a whole’; 

• An Acknowledged SoS has ‘designated management, but limited 
control over the independent collaboration of the SoS as a whole’; 

• A Collaborative SoS has ‘no central management, so operation and 
control must be formed and agreed as a mutual independent 
collaboration’; 

• A Virtual SoS has ‘individual independent collaboration with no 
central management, operation or control of the SoS as a whole’. 
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Characterising System of Systems 
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Systems of Systems Questions 

• Who are the high-level stakeholders - the main independent systems 
of the SoS? 

• Who are the other relevant stakeholders important to the SoS 
achieving its mission? 

• Who provides management oversight, governance, funding, and 
operational control of the SoS? 

• Who is responsible for SoS design, development, testing and 
implementation? 

• What system boundaries exist for the SoS - do restrictions apply? 

• How is on-going SoS performance and behaviour monitored to 
provide a resilient SoS balancing independent system needs? 
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MEDEVAC System of Systems 
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Enhancing OCTAVE Allegro 
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Enhancing OCTAVE Allegro 
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Enhancing OCTAVE Allegro 
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Differences in Assessing Risk 
• In a typical assessment, the assessment view takes a top-down 

approach looking at the protection of assets under the management 
and control of the organisation for its own business purposes, and 
outwards towards the third-parties providing services for the 
organisation. 

• When assessing the security risk related to the SoS interaction, the 
view is flipped. In addition to the organisation and technological 
systems’ ‘day job’, the assessment now needs to consider the 
bottom-up interaction into the SoS where the independent system 
collaborates with other independent systems to achieve a new or 
higher SoS purpose.  

• This is in addition to the day job, or the original purpose it was 
designed for, relating to the physical, technological, and people 
elements of each independent system and the interoperations 
between each.  
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CAIRIS: Asset & Task Models 
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CAIRIS: Persona Model 



www.bournemouth.ac.uk 18 

CAIRIS 

Computer-Aided Integration of Requirements and Information Security 
• Enter or import a wide range of security, usability, and requirements 

data; 
• Automatically generate security, usability, and requirements visual 

models based on connections between concepts that analysts make, 
and which summarise quantitative and qualitative data analysis; 

• Help find new insights ranging from interconnections between 
requirements and risks; 

• Leverage open source intelligence about potential attacks and 
candidate security architectures to derive risks and attack surface 
metrics; 

• Provide functionally to integrate persona characteristics; 
• Generate Volere compliant requirement specifications in different 

formats 
 
 

  

 

https://cairis.org/
https://cairis.org/
https://cairis.org/
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Final Thoughts 
• Combining models provided a view for Bravo and their SoS 

interactions, with additional views added for Alpha and Charlie, 
highlighting where dependent relations and security risk exists 
towards fulfilling the continuum of care.  

• When modelling multiple systems, naming convention and terms 
across environments did become a challenge to indicate which 
element related to each independent system.  

• Models may also be used for various purposes across different 
engineering or design teams, therefore, understanding how these 
models inter-link plays a further role in understanding the viewpoints 
and varying needs of SoS engineering. 

• Capturing different stakeholder and user views of the SoS interaction 
is important towards the modelling process, but the challenge is to 
understand what the minimum level of information is required to 
make a satisfactory security risk assessment is of importance. 
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Questions? 

 
 
   

  

Duncan Ki-Aries 
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Department of Computing & Informatics  
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Bournemouth University Cyber Security Research group (BUCSR) 
https://cybersecurity.bournemouth.ac.uk/ 

Bournemouth University Human Computer Interaction group (BUCHI) 
hci.bournemouth.ac.uk/ 

 
CAIRIS – https://cairis.org/ 
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